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DETAILED ACTION 

1. Claims 1-5, 18-28, and 30 are pending. 

2. A request for continued examination under 37 CFR 1.114, 
including the fee set forth in 37 CFR 1.17(e), was filed in this 
application after final rejection. Since this application is 
eligible, for continued examination under 37 CFR 1.114, and the 
fee set forth in 37 CFR 1.17(e) has been timely paid, the 
finality of the previous Office action has been withdrawn 
pursuant to 37 CFR 1.114, Applicant's submission filed on 
10/30/2007 has been entered. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which 
forms the basis for all obviousness rejections set forth in this 
Office action: 

(a) A patent may not be obtained though the invention is not identically 
disclosed or described as set forth in section 102 of this title, if the 
differences between the subject matter sought to be patented and the prior 
art are such that the subject matter as a whole would have been obvious at 
the time the invention was made to a person having ordinary skill in the 
art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

4. Claim 1 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over Albert et al. (US 5991410) in view of 
Eftimakis et al (US 5889781) in view of Ayanoglu (US 5717689) 
and further in view of Dupuy et al. (US 5613203). 
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As per claim 1, Albert et al. discloses processing a 
message for transmission, wherein the message includes control 
data and payload data, and wherein the control data is not 
encrypted and contains a particular control message wherein the 
control data is used to provide at least one other function 
related to the wireless communication (see column 16 lines 39-67 
column 17 lines 12-23) ; detecting the particular control message 
(see column 16 lines 55-59) ; initializing the cryptosystem, 
using the cryptosystem to encrypt the message for transmission 
(see column 16 lines 55-67); receiving a message, including 
unencrypted control data and encrypted payload data, parsing the 
message for transmission to separate the unencrypted control 
data from the payload data; determining whether the control data 
contains the particular control message (see column 17 lines 17- 
20) ; if the unencrypted control data contains the particular 
unencrypted control message initializing the cryptosystem using 
the key and decrypting the payload data (see column 17 lines 17- 
23) . 

Albert et al. fails to disclose the counter, the use of an 
encrypted airlink packet for transmission over an airlink and 
the control message indicates that a process of establishing a 
wireless communication connection is being completed. 
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However, Eftimakis et al. teaches a counter (see column 7 
lines 3-18), Ayanoglu teaches the use of an airlink packet (see 
column 22 lines 43-49), and Dupuy et al. teaches including a 
message (a SABM message) indicating the process of establishing 
a wireless communication connection is being completed (see 
column 1 lines 42-53) , 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use the counter of 
Eftimakis et al, the SABM message of Dupuy et al. and the 
airlink packet of Ayanoglu in the Albert et al. system. 

Motivation to do so would have been to locate the 
synchronization information (see Eftimakis et al .column 7 lines 
3-18) to provide built in CRC for error detection (see column 22 
lines 43-49) and to show acknowledgment of the connection (see 
Dupuy et al. column 1 lines 42-53). 

Eftimakis et al teaches the counter starting at zero and 
ending at 49, however one of ordinary skill in the art would 
know a counter can be decremented to obtain the same results. 
5. Claim 2 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Albert et al . , Eftimakis et al 
and Ayanoglu system as applied to claim 1 above, and further in 
view of Bender (US 6366779) . 
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As per claim 2, the modified Albert et al., Eftimakis et 
al, Ayanoglu and Dupuy et al. system fails to disclose the 
control message is a link control channel message. 

However, Bender teaches such a message (see column 14 lines 
38-62). 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art for the modified Albert et 
al., Eftimakis et al, Ayanoglu and Dupuy et al . system's control 
message to be a link control channel message, 

Motivation to do so would have been to allow the base 
station to initiate a call (see column 14 lines 38-62) . 
6. Claims 3 and 5 are rejected under 35 U.S.C. 103(a) as being ' 
unpatentable over the modified Albert et al., Eftimakis et al, 
Ayanoglu and Dupuy et al. system as applied to claims above, and 
further in view of Schneier (Applied Cryptography) . 

As per claim. 3, the modified Albert et al., Eftimakis et 
al, Ayanoglu and Dupuy et al. system fails to disclose the use 
of a state box. 

However, Schneier teaches such a state box (see pages 397- 

398) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Schneier' s state 
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box as the cryptosystem of the modified Albert et al., Eftimakis 
et al, Ayanoglu and Dupuy et al . system. 

Motivation to do so would have been the simplicity of the 
algorithm (see page 398) , 

As per claim 5, the modified Albert et al,, Eftimakis et 
al, Ayanoglu, Dupuy et al. and Schneier system discloses a RC4 
state box and key (see Schneier pages 397-398) . 
7. Claim 4 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Albert et al., Eftimakis et al, 
Ayanoglu, Dupuy et al. and Schneier system as applied to claim 3 
above, and further in view of Lynn (US 5345508) . 

As per claim 4, the modified Albert et al., Eftimakis et 
al, Ayanoglu, Dupuy et al. and Schneier system operating on a 
state box using the altered key, wherein the state box is an 
array of data (see Schneier pages 397-398) but fails to disclose 
discloses performing a mathematical operation on the key to 
alter the key for security, wherein the 'key is an array of data. 

However, Lynn teaches performing a mathematical operation 
on the key (see Lynn column 2 lines 54-64) . 

At the time of the invention would have been obvious a 
person of ordinary skill the art use Lynn's method for 
initiating an encryption/decryption process in the modified 
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Albert et al., Eftimakis et al, Ayanoglu, Dupuy et al, and 
Schneier system. 

■ Motivation to do so would have been to provide self- 
synchronization (see Lynn column 2 lines 47-51) . 
8. Claims 18-23 are rejected under 35 U.S.C, 103(a) as being 
unpatentable over the modified Albert et al., Eftimakis et al, 
Ayanoglu, Dupuy et al, and Schneier system as applied above, and 
further in view of Dent (US 5060266) . 

As per claims 18-19, the limitations are substantially the 
same as claim 1 with the addition, of a state box, and are 
therefore taught as in claim 3, but fail to disclose the use of 
the ACC level. 

However, Dent teaches the use of such level (see column 6 
lines 43-60 and column 7 lines 12-31) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to perform the processing 
of the modified Albert et al., Eftimakis et al, Ayanoglu, Dupuy 
et al. and Schneier system at the ACC level. 

Motivation to do so would have been to provide a ''blank and 
burst'' mode of operation (see column 7 lines 12-31) . 

As per claim 20, the modified Albert et al . , Eftimakis et 
al, Ayanoglu, Dupuy et al., Schneier and Dent system discloses 
sending an encryption key (see Lynn column 2 lines 54-64). 
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As per claim 21, the modified Albert et al., Eftimakis et 
al, Ayanoglu, Dupuy et al., Schneier and Dent system discloses 
changing the encryption key according to a predetermined 
algorithm (see Lynn column 2 lines 54-64). 

As per claim 23, the modified Albert et al., Eftimakis et 
al, Ayanoglu, Dupuy et al . , Schneier and Dent system discloses 
the method being performed each time the base station 
participates (see Albert et al. column 16 lines 36-67). 

As per claim 22, the modified Albert et al., Eftimakis et 
al, Ayanoglu, Dupuy et al., Schneier and Dent system discloses 
the method being performed at the associated control channel 
level (see Dent column 6 lines 43-60 and column 7 lines 12-31) . 
9. Claim 24 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Albert et al,, Eftimakis et al, 
Ayanoglu, Dupuy et al. Schneier and Dent system as applied to 
claim 18 above, and further in view of Bender. 

As per claim 24, the modified Albert et al., Eftimakis et 
al, Ayanoglu, Dupuy et al. Schneier and Dent system discloses 
the use of a SABM message, but fails to disclose the particular 
control message is a link control channel C'LCC) message. 

However, Bender teaches the LCC message (see column 14 
lines 38-62) . 
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At the time of the invention it would have been obvious to 
a person of ordinary skill in the art for the messages of the 
modified Albert et al., Eftimakis et al, Ayanoglu, Dupuy et al., 
Schneier and Dent system to be those of Bender. 

Motivation to do so would have been to allow the base 
station to initiate a call (see Bender column 14 lines 38-62) , 
10. Claims 25 and 30 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Albert et al. in view of Malek et al. 
(US 5243653) in view of Dent and further in view of Dupuy et al. 

As per claim 25, Albert et al . discloses at least one 
digital signal processing means; at least one central processing 
means; and encryption synchronization means configured to detect 
a particular control message in a data transmission wherein the 
control data is used to provide at least one other function 
related to the setup of a wireless communication (see column 16 
lines 39-67), wherein the particular control message is used 
according to a wireless communication protocol to provide at 
least one other control function under the wireless 
communication protocol and, in response, wherein the particular 
control message occurs just before the transmission of data (see 
columns 16 and 17 as applied above) . 

Albert et al . fails to disclose the method being performed 
at the associated control channel level for telephony data and 
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the control message indicates that a process of establishing a 
wireless communication connection is being completed. 

However, Dent teaches the use of such level (see column 6 
lines 43-60 and column 7 lines 12-31) Malek et al. teaches 
telephony data (see column 4 lines 47-57) and Dupuy et al. 
teaches including a message (a SABM message) indicating the 
process of establishing a wireless communication connection is 
being completed (see column 1 lines 42-53) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to perform the processing 
of the Albert et al. system on telephony data at the ACC level. 

Motivation to do so would have been to. provide a ''blank and 
burst" mode of operation (see Dent column 7 lines 12-31) to 
provide a system that does not degrade the voice quality (see 
Malek column 2 lines 6-15) and to show acknowledgment of the 
connection (see Dupuy et al. column 1 lines 42-53). 

As per claim 30, the modified Albert et al., Dent, Malek 
and Dupuy et al. system discloses the initiation of the 
encryption/decryption process occurs each time a wireless 
connection is set up, comprising initial connection, connection 
hand off, and connection reestablishment after unexpected 
connection loss (see Malek column 4 lines 47-57). 
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11. Claims 26 and 27 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over the modified Albert et al.^ Dent, Malek 
and Dupuy et al. system, as applied to claim 25 above, and 
further in view of Lynn et al. 

As per claim 26, the modified Albert et al.. Dent, Malek 
and Dupuy et al. system fails to disclose the encryption 
synchronization means is further configured to provide a current 
encryption key to receiving devices and- sending devices in the 
wireless communication network. 

However, Lynn teaches such synchronization (see column 2 
lines 47-51 and column 5 line 40 through column 6 line 23) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to perform the 
synchronization of Lynn in the modified Albert et al . , Dent, 
Malek and Dupuy et al. system. 

Motivation to do so would have been to not require 
additional recovery procedures (see Lynn column 2 lines 47-51) . 

As per claim 27, the modified Albert et al.. Dent, Dupuy et 
al,, Malek and Lynn system discloses the encryption 
synchronization means is further configured to count data blocks ' 
in a message being transmitted to determine when to begin 
encryption/decryption (see Lynn column 5 line 40 through column 
6 line 23) . 



Application/Control Number: 10/028,573 Page 12 

Art Unit: 2137 

12. Claim 28 is rejected under 35 U.S.C. 103(a) as being 
unpatentable over the modified Albert et al., Dent^ Malek, Dupuy 
et al. and Lynn system as applied to claim 26 above, and further 
in view of Schneier (Applied Cryptography) , 

As per claim 28, the modified Albert et al,. Dent, Malek, 
Dupuy et al. and Lynn system fails to disclose the use of a 
state box. 

However, Schneier teaches such a state box (see pages 397-- 

398) . 

At the time of the invention it would have been obvious to 
a person of ordinary skill in the art to use Schneier' s state 
box. as the cryptosystem of the modified Malek, Lynn, and Dent 
system. 

Motivation to do so would have been the simplicity of the 
algorithm (see page 398) . 

Response to Arguments 

Applicant's arguments filed 10/30/2007 have been fully 
considered but they are not persuasive. Applicant argues the 
cited references fail to teach a control message indicating the 
process of establishing a wireless communication connection is 
being completed; and Albert fails to disclose initializing a 
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cryptosystem with a key when the control data contains a 
specific message. 

Applicant's argument that the cited references fail to 
teach a control message indicating the process of establishing a 
wireless communication connection is being completed is moot in 
view of the new grounds of rejection. 

With respect to Applicant ' s argument that Albert fails to 
disclose initializing a cryptosystem with a key when the control 
data contains a specific message, when the encryption flag is 
initially set the data is encrypted. In order for this 
encryption to take place the cryptosystem must be initialized 
with the key used for this encryption. Furthermore, the 
wireless adapter receives the frame with the encryption flag is 
must use the same algorithm (as described in column 17 lines 20- 
23) and the same key in order to obtain the plaintext of the 
encrypted text. Therefore, this cryptosystem must also be 
initialized with the key. 

Conclusion 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to Michael 
Pyzocha whose telephone number is (571) 272-3875. The examiner 
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can normally be reached on 7:00am - 4:30pm first Fridays of the 
bi-week off. 

If attempts to reach the examiner by telephone are 
unsuccessful, the examiner' s supervisor, Emmanuel Moise can be 
reached on (571) 272-3865, The fax phone number for the 
organization where this application or proceeding is assigned is 
571-273-8300. 

Information regarding the status of an application may be 
obtained from the Patent Application Information Retrieval 
(PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, 
see http://pair-direct.uspto.gov. Should you have questions on 
access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free) . If you would 
like assistance from a USPTO Customer Service Representative or 
access to the automated information system, call 800-786-9199 
(IN USA OR CANADA) or 571-272-1000. 



MJP 



emmaruellTmoise 
supervisory patefft examiner 




